
for Data Breach 
Prevention and Response

Below are ten tips that businesses of all sizes should consider in protecting the 
security and privacy of the data in their possession:

Identify the protected information you are holding: Identify 
the protected information in your possession (PII, PHI) and the 
law applicable to retaining it.

Prepare Incident Response Plan: Prepare (and learn) your 
incident response plan.

Conduct Table Top Exercises: Practice your responses to 
different threats, so your organization knows the process.

Retain Investigator: Retain a forensic investigator before an 
incident occurs.

Retain protected information no longer than necessary: Keep 
protected information only as long as necessary for your 
business purposes.

Involve counsel early: Involve counsel in the investigation from 
the beginning of an investigation, in order to assert work product 
and attorney-client privilege.

Report to authorities: Know when you have to report a breach to 
regulators and law enforcement.

Notify third parties: Know whom you need to contact if there is 
a breach (customers, vendors) and when you need to do so 
(statutory / contractual). 

Avoid early conclusions: They may be inaccurate, and will be 
used against you. 

Keep public announcements factual: Never say more 
than what you know to be true.vorys.com
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